Welcome back

to CCCCCC!
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Questions on lecture content?
Or about cats?



Quiz everyone say MEOW!



Poll

Bx57687920
0x646964260
Ox796F 7520
Ox6465636F
Ox64652074
Bx686973060

How was the quiz?

A.

B.
C.
D

easy

mostly fine

mostly fine, but not enough time
too hard, but finished mostly in
time

too hard and not enough time
too hard regardless of time




Stress

e 429H is not an easy class

o Lots of new materials

o  Unfamiliar programming environments

o Fast, often relentless pace
e Strugglingin this course is normal

o  There will be times you won’t know the answer of the solution

o Thisis expected—we want we everyone to succeed, but the only way we can helpis if you ask for it
e If you find yourself overly overwhelmed or spending more time on this class than

you think you should be, please reach out to Dr. Gheith or the TAs

o  Wecan help out as far as the class goes
o  We can provide other resources where we are not able to help

Mental health resources available at UT



https://cmhc.utexas.edu/

Do your course evaluations!

e [t would make us happy
e Pizzaparty on May 1stif all of the instructors get at least 50/55 responses?



Thank you everyone for your submitted quiz
questions!

e We appreciate the effort that went into creating quiz questions :)



Final Project



Poll

How’s your status on Final
Project?

What'’s Final Project?

| have a group, but we have not
started yet

My group has started planning

My group has started writing
code

My group has made significant
progress

Final Project any% speedrun




Final Project Presentations are Next Week!!

e |tseems like everyone has signed up for a presentation time
o Good job self organizing :)
e You will have some time after the presentation to finalize and submit your

project (likely due Monday 4/29)



What we are looking for in presentation

e Beprepared!!
o Have abackup planif your live demo doesn’'t work
e Explain your work

o Provide background that is appropriate for C5429H students
o ldeally people will learn something about architecture from your presentation!

e Demonstrate what you did
o  Show screenshots of results, live demos, whatever is appropriate for your project



Things we may consider while grading

e Difficulty of project
e Accomplishments
e How much the class learned



so we spent this semester
learning how to build a
computer...



how do we break it?



What is a stack?

e Whatis the layout of the stack?
e What happens on a function call? oxe

e What potential problems could we run into? local vars
saved %rbp

%rsp

E N

%rbp

ret address

function params

local vars

saved %rbp

ret address

ax7f. ..




What is a stack?

e Could we change the return address to
something else? oxe

e |f we were an attacker, what could we do to
execute code we want?

ax7f. ..

local vars

E N

saved %rbp

ret address

function params

local vars

saved %rbp

ret address

o

%rsp
%rbp



Buffer Overflow Attack

LOW ADDRESS

huffer

Saved EBP
Return Address

HIGH ADDRESS

NORMAL STACK

huffer

valid address

BUFFER OVERFLOW
ATTACK

OVERFLOWED
REGION




Buffer Overflow Attack

void f (char * str) {
char buffer[lo];
strcpy (buffer, str);

}

Can you describe the string you could pass
in to £ that would execute the buffer
overflow attack shown on the right?

LOW ADDRESS

huffer

Saved EBP

Return Address

HIGH ADDRESS

NORMAL STACK

huffer

valid address

EETe————
BUFFER OVERFLOW
ATTACK

OVERFLOWED
REGION




Buffer Overflow Attack

void f (char * str) {
char buffer[1l06];
strcpy (buffer, str);
}
we need bytecode that we can execute

is there anything special we need to consider?
why?

LOW ADDRESS

huffer

Saved EBP

Return Address

HIGH ADDRESS

NORMAL STACK

huffer

valid address

EETe————
BUFFER OVERFLOW
ATTACK

OVERFLOWED
REGION




Any ideas how we can fix this?



Any ideas how we can fix this?

e No parts of memory can be both writable and executable
e Control flow integrity (CFI)
e Use safer string functions (e.g. st rncpy rather than strcpy)
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How can we implement and/or break these?



Any ideas how we can fix this?

e No parts of memory can be both writable and executable
e Control flow integrity (CFI)
e Use safer string functions (e.g. strncpy rather than strcpy)

How can we implement and/or break these?

return oriented programming

page table permission bits

control flow graph

stack canaries

address space layout randomization (ASLR)
compiler warnings / static analysis



spectre... aka exploiting all
our optimizations :)



Spectre

Consider the following pseudocode residing in a victim’s code and suppose that x is
based on some input that an attacker has access to.

if x in bounds:

y = arr[x]

How might speculative execution affect how this code runs?



Spectre

Consider the following pseudocode residing in a victim’s code and suppose that x is
based on some input that an attacker has access to.

if x in bounds:

y = arr[x]

We may speculatively execute this line of code even when x is out of bounds.

In fact, an attacker can trick it into running (how?).



Spectre

Consider the following pseudocode residing in a victim’s code and suppose that x is
based on some input that an attacker has access to.

if x in bounds:

y = arr[x]

We may speculatively execute this line of code even when x is out of bounds.

In fact, an attacker can trick it into running by invoking this code with valid x’s a
bunch of times.



Spectre

But who cares? Do we care? Does it matter?



Spectre

But who cares?
What happens when there is a misprediction?

e We flush and nothing has been committed in writeback so we are good!
e It'slike nothing happened:).
e ~~noone needsto know we messed up~~

Right?



Spectre

But who cares?
What happens when there is a misprediction?

e We flush and nothing has been committed in writeback so we are good!
e It'slike nothing happened:).
e ~~noone needsto know we messed up~~

Wellll... the caches are affected. When we access memory, it gets pulled into the
cache and we don’t undo this.



Spectre

That’s ok though! Who cares what is in the cache? We can’t access it. Sensitive
information is in the cache all the time.

Soit’s fine?



Spectre

That’s ok though! Who cares what is in the cache? We can’t access it. Sensitive
information is in the cache all the time.

Soit’s fine?

Ok so there is a timing difference when accessing memory, depending on whether
it’s in the cache or not (that’s the whole point). So let’s design an attack.



Spectre

Consider the following set up:

The attacker create an array the size of the cache and accesses the elements. This
pulls our array into the cache. (priming)

Then we make the victims code run, and its secret gets placed into the cache.

We can then access elements in our array and see if there is a timing difference.
(probing)

But what does this do?



Spectre

Consider the following set up:

The attacker create an array the size of the cache and accesses the elements. This
pulls our array into the cache. (priming)

Then we make the victims code run, and its secret gets placed into the cache.

We can then access elements in our array and see if there is a timing difference.
(probing)

We can tell where in the cache, and consequently in memory, the secret is based on
the timing difference. That’s not very interesting... What can we do now?



Spectre

Consider the following modified version of our earlier code:
if x in bounds:

y = arr[arr[x]]

If we run the attack now, what do we get?



Spectre

Consider the following modified version of our earlier code:
if x in bounds:
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If we run the attack now, what do we get?

Well now we can get the location of y, which is arr[x]. We can now access anything in
our victims address space! Yay!



Spectre

Consider the following modified version of our earlier code:
if x in bounds:

y = arrlarr[x]]

If we run the attack now, what do we get?

Well now we can get the location of y, which is arr[x]. We can now access anything in
our victims address space! Yay!

(small asides: technically, we would want scale our accesses, so that different values of arr[x] will result in memory
getting written to different cache lines. also we may have to run this multiple times, since other processes may kick

stuff out of the cache too.)



Mitigation?



Mitigation?

e Don't do speculative execution.
o Reallyslow
o New hardware (Intel 2019+) mitigations
o Can't “fix” existing hardware
o Ifence around conditional branches - lots of libraries need to be patched :) also still slow

e Limit data extraction from covert channels
o Inaccurate timers
m Kindasucks
m Used for web applications
m  Waysto get around this (convert it into a question about how filled is the cache?)



g e



http://www.youtube.com/watch?v=V_9cQP60ZGI
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Questions?



Thanks for listening to us talk
for awhole semester <3
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